Instalacia a nastavenie VPN pre pripojenie do siete FNTN
Navod pre macOS

Spustat vybrané aplikacie a pristupovat na rézne sietové zdroje a sluzby normalne dostupné
len na pocitacoch v nemocnici odkialkolvek cez Internet je mozné po pripojeni sa do siete
Fakultnej nemocnice Trencin cez VPN. Na toto je potrebné nainstalovat a nastavit Specialnu
aplikaciu - VPN klienta ,,Endpoint Security VPN*.

InStalacia

Po stiahnuti inStalacného balicka Endpoint_Security_VPN.dmg zo stranok www.fntn.sk tento
cez Finder otvorime a spustime inStalator Endpoint_Security_VPN.pkg.

S B Endpoint Security VPN

® CHECK POINT
0 Endpoint Security

Endpoint_Security_VPN.
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Uninstaller



https://www.fntn.sk/index.php/sk/?option=com_content&view=article&id=397

Potvrdime spustenie inStalatora ak sa na to operacny systém spyta.

[

Tento balik spusti program, ktory
zisti, ¢i softvér mdézZe byt
nainstalovany.

Aby bola zabezpe&end bezpe&nost
pocitaca, mali by ste spustat a inStalovat
softvér len z déveryhodného zdroja. Ak
méte pochybnosti o zdroji tohto softvéru,
kliknite na Zrusit a zastavite program aj
inStalaciu.

Zrusit Povolit

Ak mate Mac s Apple Silicon chipom (vacsina Macov vyrobenych po roku 2020 s oznacenim
M1, M2, M3, M4), mbze sa systém spytat aj na inStalaciu emuldtoru Rosetta ak ste tak uz
niekedy v minulosti nespravili. Toto je nutné povolit aby mohol VPN klient spravne fungovat.
Po instalacii emulatora pokracujeme v instalacii VPN klienta.

Pred inStaldciou aktualizacie ,,Endpoint Security
VPN" je potrebné nainstalovat emulator Rosetta.
Chcete ho nainstalovat?

Emulétor Rosetta umoZiiuje sptstat na Macoch s Apple &ipmi funkcie

zaloZené na procesoroch Intel. Po inStalécii je pred prvym pouZitim
emulédtora Rosetta potrebné znovu otvorit aplikacie.

Teraz nie InStalovat




Odsuhlasime Uvodny text inStalacie, licenciu aj predvolené umiestnenie na disku. Pri ¢asti
,Typ inStalacie” odporiéame vypnut moznost Firewall:

#® |n3taldcia softvéru Endpoint Security VPN

Vlastna instalacia na ,Macintosh HD"

Meno balika Akcia Velkost

Indtalovat 73,5 MB
Licencia Firewall Pres it 51MB

Uvod

Vyber ciela

Typ inétalacie

Potrebné miesto: 73,5 MB Zostéva: 534,57 GB

Installs the Check Point Firewall module.

Naspat Pokragovat

Po dokonceni instalacie zatvorte instalator.

InStalécia bola Uspes$ne dokonéena.

Uvod
Licencia
Vyber ciela
Typ inStalécie

In3taldcia InStalacia bola uspesna.

Zhrnutie

Softvér bol nainstalovany.

Zatvorit




Nastavenie
Pre nastavenie VPN klienta je dolezité aby bol pocitac pripojeny k Internetu.

VPN klient by sa mal po dokonceni instalacie sam spustit a v liste (nachadza sa v hornej Casti
obrazovky na macOS) by mala pribudnut v pravej ¢asti ikona zamku. Na tento zamok
klikneme a vyberieme moznost ,VPN Options”. Ak klient nebeZi je nutné ho spustit

z prieCinka kde sme ho nainstalovali, Standardne su to , Aplikacie,, a nazov klienta je
»Endpoint Security VPN*,

£,

Connect

Connect to...
VPN Options

Help

Show Client
Shutdown Client

Mali by sme byt prepnuty na ¢ast ,Sites” kde zvolime ,,New”. V okne ktoré sa nam otvori
nastavime ako ,Server address or Name” na vpn2.fntn.sk a ,Display name” napr. na FNTN a
stlac¢ime tlacidlo ,Next”.

Check Point Mobile - Options (] Site Wizard

ﬂ Endpoint Security* G CHECK POINT E Welcome to the Site Wizard q.: 1
. A site is your gateway to network resources. ! ’

Sltes Advanced
To continue, fill in the required information and click next.

A site represents the organization you want to connect

Eﬂ to. Server address or Name: vpn2.fntn.sk

New Display name: FNTN]|

Properties

Delete

Save & Close Help Next Cancel Help




Varovanie ohladne certifikatu odsuhlasime stlacenim ,Trust and Continue”.

[ ] Check Point Mobile

(J
ﬂ Endpoint Security g CHECK POINT

v The site's security certificate is not trusted!

While verifying the site's certificate, possible security risks were discovered.
Press 'Details’ for more information.

Details

Check Point Mobile is connecting to site:
SRTFWC VPN Certificate

Which has the following fingerprint:
SLAY DANG EVEN SKI FROG DISK CASH KAY MAY WOK LOS LYLE

We strongly recommend that you contact your system administrator about
these issues. By clicking "Trust and Continue", you confirm that you are
aware of the risks and agree to continue.

Trust and Continue

Zobrazi sa nam otazka ¢i sa chceme pripojit (Would you like to connect?), po odsuhlaseni sa
zobrazi okno kde je potrebné zadat pridelené prihlasovacie Udaje, teda vase prihlasovacie
meno a heslo. Stlacime tlacidlo ,,Connect”.

[ X Check Point Mobile
: . ® 3
@ Endpoint Security @ cHeckpoINT
Site: FNTN

Authentication

Please provide a user name and password to authenticate

Username: meno.priezvisko|

Password:

Cancel Help




Na vas email by vam mal v tejto chvili prist sprava z adresy vpn@fntn.sk s jednorazovym 6
miestnym PIN-nom ,,Mobile Access DynamiclD"“.

Mobile Access DynamiclD one time password: 312856

Tento PIN je potrebné prepisat v okne ktoré ndm zobrazi VPN klient do pola ,,Response”. Toto
je potrebné spravit ¢o najrychlejsie kedze platnost PIN-u je velmi kratka a ak by sme boli
prilis pomaly méZe sa stat Ze klient prihlasovanie do VPN prerusi a bude nutné zadat znovu
meno a heslo. Preto je dobre pred samotnym prihlasovanim do VPN byt prihlaseny aj do
emailovej schranky na rovnakom PC a idedlne odtial PIN skopirovat a vloZit do VPN klienta ¢o

je asi najrychlejsi sposob.

[ ] Check Point Mobile
@ Endpoint Security* Q.CHECK POINT
Site:

Authentication

P
Authenticating user 'andrej.mrazik'. Please fill the

22 required input.

User andrej.mrazik authenticated by Firewall-1 '
authentication
DynamiclD password \

Response: ~ eeenen |
Connect Cancel Help
Selected Login Option: FNTN_DefaultMFA Change Login Option Settings

Po uspeSnom prihldseni sa zmeni ikona zdmku v liste na: @

Po prvom uspesnom prihlaseni odpori¢ame zmenit nastavenie klienta kliknutim na tuto
ikonu a zvolenim mozZnosti ,VPN Options” a v ,,Sites” tlac¢idlo Properties pre FNTN.

o Check Point Mobile - Options
8 : L]
@ Endpoint Security* @ cHeck POINT
m Advanced

[J] A site represents the organization you want to connect
to.

FNTN New
Properties

Delete

Save & Close Help



mailto:vpn@fntn.sk

Volbu ktord odporiéame zmenit je v ,Settings” — Always-Connect, zrusit moznost ,,Enable
Always-Connect”. Po potvrdeni nastavenia este treba toto uloZit cez tlacidlo ,Save & Close”.

Ak by sa nastavenie nezmenilo, VPN klient by sa snaZil sdm od seba pripajat pri kazdom
pripojeni PC do Internetu a automaticky by sa zobrazoval dialég s menom a heslom ¢o nie
pre vacsinu uzivatelov Zelané spravanie.

&) Properties of FNTN

Details Settings Authentication

Always-Connect

Enable Always-Connect to allow the client to
connect automatically to your active site
when possible.

Enable Always-Connect
VPN tunneling

When connected, all outbound traffic is
encrypted and sent to the gateway but only
traffic directed at site resources is passed.

OK Cancel Help

Teraz by mal byt VPN klient nastaveny a je mozné sa z VPN odpojit ¢o spravime kliknutim na
ikonu v liste a zvolime moznost , Disconnect”.

Takto sa z VPN odhlasujeme vidy ked dokoncime pracu ktorui sme vykonavali v systémoch
FNTN.

Disconnect
VPN Options

Help

Show Client
Shutdown Client

Kliknutim na tuto ikonu a zvolenim moznosti ,Connect sa naopak do VPN prihlasime — ak by
sa ikona v liste nenachdadzala spustime program ,Endpoint Security VPN“ ako bolo
spominané vyssie.



